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Introduction

The purpose of this document is to consolidate and summarize the current Best
Practice testing procedures for Mobile apps on both the Android and iOS

platforms. This content has been researched, developed, and implemented by the
Veterans Health Administration’s Section 508 Team with the intent to serve as a
resource and blueprint for project managers and developers as they begin to create
Apps whereby accessibility and adherence to section 508 policy and compliance are
included proactively in order to enable the highest level of access for users with
disabilities.

This document outlines the Best Practices used by the VHA Section 508 team when
evaluating Mobile Apps on either the Android or iOS platform. These methodologies are
most helpful when implemented for developers early in the development process to
achieve 508 compliance. Each practice is supported by resources present within our
Team’s Application Management Platform, (AMP). Access and log-in details can be
obtained by any project manager, developer, or technical liaison providing service to the
VA via our site license. To obtain access send a message to:
VHA10P7A508MobileTesting@va.gov with a subject line of AMP Access Request and
include your name, e-mail and phone number.

Best Practices for Mobile Testing
The following Best Practices are used as criteria for Section 508 compliance for Mobile

Apps. These items are organized into eleven sections categorized accordingly. Links to
all pertinent information within AMP for both Android and iOS are provided for each Best
Practice. The letters “N/A” is indicated when a particular best practice does not currently
exist or apply to a particular mobile platform.
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Audio, Video and Multimedia

Best Practice Android iOS

General Information Android Media iOS Media
Info Info

Ensure audio does not disrupt text to speech Android Media 1 | iOS Media 1

functionality of assistive technologies

Ensure audio information is not the only method Android Media 2 | iOS Media 2

used to indicate completion or error

Ensure visual multimedia content is sufficiently Android Media 3 | iOS Media 3

described in the audio portion

Provide a text transcript for audio only presentations | Android Media 4 | iOS Media 4

Provide synchronized captions for multimedia Android Media 5 |iOS Media 5

content

Provide text transcript or audio track of video only Android Media 6 |iOS Media 6

presentations

Color

Best Practice Android i0S

General Information Android Color iOS Color
Info Info

Ensure color and text formatting are not the sole Android Color 1 iOS Color 1

means of communicating information

Ensure color and text formatting are not the sole Android Color2 | iOS Color 2

means of communicating selection

Ensure content that provides meaning through color, | Android Color 3 | iOS Color 3

also conveys this meaning without color, directly in
the content, on-screen, and without additional user
interaction

THE SECTION 508 TEAM | HEALTH SYSTEMS, OFFICE OF HEALTH INFORMATICS
OFFICE OF INFORMATICS AND ANALYTICS | VETERANS HEALTH ADMINISTRATION



https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=28
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=28
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=229
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=229
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1937
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1901
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1930
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1583
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1934
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1897
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1931
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1894
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1933
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1896
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2353
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2288
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=288
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=288
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=223
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=223
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1939
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1577
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1940
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1578
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1941
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1579

Ensure text and images of text provide sufficient Android Color 4 |iOS Color 4
color contrast

Ensure a variety of color contrast selections when N/A iOS Color 5
colors from the OS are not used

Ensure application color settings provide acceptable | N/A iOS Color 6
contrast when White on Black is enabled

Dynamic Content and Animation

Best Practice Android i0S

General Information

Android Dynamic

iOS Dynamic Info

Info

Ensure addition and removal of on-screen Android Dynamic 1 iOS Dynamic 1
components are properly exposed to

assistive technology

Ensure animation content is sufficiently Android Dynamic 2 | iOS Dynamic 2
described in audio or text

Ensure assistive technologies are aware of Android Dynamic 3 | iOS Dynamic 3
content changes in real time.

Ensure auto-updating dynamic content can Android Dynamic 4 | iOS Dynamic 4
be paused, stopped, or hidden

Ensure elements blink or flash in a safe Android Dynamic 5 | iOS Dynamic 5
threshold

Ensure screen transition and decorative Android Dynamic 6 | iOS Dynamic 6
animation settle within 5 seconds

Provide a non-animated method to step Android Dynamic 7 | iOS Dynamic 7

through/control animation
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https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1943
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1581
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1575
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1576
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=289
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=289
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=226
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1950
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1902
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1944
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1570
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1949
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1589
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1951
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1903
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1946
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1572
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1945
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1571
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1948
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1574

Error Handling

Best Practice Android i0S

General Information Android Error iOS Error Info
Info

Ensure error messages are in a platform specific Android Error 1 iOS Error 1

alert or focus is moved to the error message after

submit

Provide a clear indication of errors Android Error 2 iOS Error 2

Provide a consistent implementation of error and Android Error 3 iOS Error 3

alert mechanisms

Provide error prevention for information that is Android Error 4 iOS Error 4

submitted

Provide error prevention for legal commitments and | Android Error 5 iOS Error 5

financial data

Provide suggestions for error messages when Android Error 6 iOS Error 6

known

Focus

Best Practice Android i0OS

General Information

Android Focus Info

iOS Focus Info

Ensure context is not changed when focus Android Focus 1 iOS Focus 1
changes occur

Ensure focus is logically set when a module Android Focus 2 iOS Focus 2
opens and when pop alerts close

Ensure focus is not forcibly shifted on input Android Focus 3 iOS Focus 3
Ensure navigation and input focus is indicated Android Focus 4 iOS Focus 4
visually

Ensure the focus order of interactive elements Android Focus 5 iOS Focus 5
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https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=290
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=290
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=285
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1952
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1585
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1957
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1904
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1953
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1594
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1954
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1596
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1955
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1597
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1956
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1599
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=291
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=225
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1958
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1562
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1960
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1564
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1959
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1563
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1961
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1566
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2350
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2349

on the page is logical

Ensure all elements and controls can receive Android Focus 6 N/A

focus

Forms & Controls

Best Practice Android iOS

General Information Android Form Info | iOS Form Info

Ensure elements are sufficiently described Android Form 1 iOS Form 1

Ensure form field constraints are clearly indicated | Android Form 2 iOS Form 2

Ensure multi-part controls are accessible and Android Form 3 iOS Form 3

provide context

Provide explicit labels for all form elements Android Form 4 iOS Form 4

Ensure that instructive text is placed at the Android Form 5 N/A

beginning of a form

General Use

Best Practice Android i0OS

General Information Android General iOS General
Info Info

Enhancements that are provided for users with | Android General 1 | iOS General 1

disabilities shall not be provided in a mutually

exclusive fashion

Ensure accessible usage of time based Android General 2 | iOS General 2

sessions

Ensure all controls and non-decorative content | Android General 3 | iOS General 3

supports Accessibility

Ensure element role and state are correct Android General 4 | iOS General 4
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https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1962
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=292
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=224
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1963
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1584
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1965
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1588
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1966
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1590
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1968
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1598
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2348
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=293
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=293
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=227
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=227
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1972
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1906
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1969
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1629
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1970
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1646
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1973
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1911

Ensure that applications do not interfere with Android General 5 | iOS General 5
assistive technology

Language and Content

Best Practice Android i0OS

General Information

Android Language
Info

iOS Language
Info

Ensure hidden, decorative and duplicate
content and artifact elements are not
exposed to assistive technologies

Android Language 1

iOS Language 1

Ensure instructions do not rely solely on
sensory characteristics

Android Language 2

iOS Lanquage 2

Ensure shape and location are not the sole
methods used to communicate information
or hierarchy

Android Lanquage 3

iOS Lanquage 3

Provide consistent labels for controls,
images and other common elements

Android Language 4

iOS Language 4

Provide for user control of font size

Android Lanquage 5

iOS Lanquage 5

Ensure content that provides alternatives N/A iOS Language 6
for non-accessible content provides

equivalent functionality

Navigation and Input

Best Practice Android i0OS

General Information

Android Navigation

iOS Navigation

Info

Info

Ensure access to alternative input
methods

Android Navigation 1

iOS Navigation 1

Ensure element text is meaningful out of

Android Navigation 2

iOS Navigation 2
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https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1971
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1905
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=295
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=295
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=228
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=228
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1978
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1907
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1980
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1913
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1981
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1914
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1982
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1915
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1995
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1928
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2287
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=296
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=296
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=233
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=233
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1983
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1916
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1990
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1925

context

Ensure element text is meaningful within
context

Android Navigation 3

iOS Navigation 3

Ensure focus can be moved away from
focusable components

Android Navigation 4

iOS Navigation 4

Ensure touch focus areas for active
elements do not overlap

Android Navigation 5

iOS Navigation 5

Ensure touch screen actions are triggered
on removal and not on initial touch

Android Navigation 6

iOS Navigation 6

Provide inactive space around touch
screen elements

Android Navigation 7

iOS Navigation 7

Provide sufficient size for touch screen
elements

Android Navigation 8

iOS Navigation 8

Ensure scrolling occurs as needed when
logical navigation is used

N/A

iOS Navigation 9

Ensure controls provide support for the
accessibility input methods used by the
assigned trait/role

N/A

iOS Navigation 10

Non-text Elements

Best Practice

Android

i0OS

General Information

Android Non-Text
Info

iOS Non-Text Info

Avoid duplication of information such as
control name, state or role in alternatives

Android Non-Text 1

iOS Non-Text 1

Ensure non-decorative images provide
informative alternative text

Android Non-Text 2

iOS Non-Text 2

Ensure text is used instead of images of
text when technology allows

Android Non-Text 3

iOS Non-Text 3

Provide textual equivalents for all non-text

Android Non-Text 4

iOS Non-Text 4
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https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1988
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1923
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2352
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2351
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1991
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1926
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1986
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1919
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1984
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1917
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1985
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1918
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1924
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1920
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=294
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=294
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=231
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1974
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1582
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1975
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1908
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2264
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2265
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1976
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1909

elements including sounds and images.

Structure and Reading Order

Best Practice Android iOS
General Information N/A iOS Structure
Info
Ensure that the reading order of content is Android Structure | iOS Structure 1
logical 1
Provide a clear title for all screens Android Structure | iOS Structure 2
2

Not Currently Tested But For Consideration

Best Practice Android i0S
Ensure changes in natural language are Android Consider 1 iOS Consider
identified inline 1

Indicate the current site hierarchy location to Android Consider 2 iOS Consider
users 2
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https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=230
https://vha.ssbbartgroup.com/public/standards/view_media_type.php?media_type_id=230
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1993
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1993
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1922
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1994
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1994
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1927
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1979
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2340
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2340
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=1912
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2339
https://vha.ssbbartgroup.com/public/standards/view_best_practice.php?violation_id=2339

Some Comments About Best Practices which Are Only Tested On One
Mobile Platform

The following are comments about best practices listed above that are currently tested
on only one Mobile Platform:

Ensure a variety of color contrast selections when colors from the OS are
not used
Mobile Apps cannot follow the OS settings for colors — so this best practice has

been removed from the master AMP instance, but can it can be added back in
applying it to both platforms if necessary.

Ensure application color settings provide acceptable contrast when White
on Black is enabled
This feature only exists on iOS and certain Samsung Android models. It is not a

standard feature on Android. The feature also has been renamed to invert
colors.

Indicate the current site hierarchy location to users
This is a WCAG Level AAA item and as such is not generally recommended it as

a requirement.

Ensure changes in natural language are identified inline
This best practice is not possible with Android, but with iOS it does work with

many exceptions.

Ensure controls provide support for the accessibility input methods used
by the assigned trait/role
This is iIOS specific because it is the only platform that specifies accessibility

traits.

Ensure scrolling occurs as needed when logical navigation is used
This best practice is referenced in both platforms within Amp.

Ensure content that provides alternatives for non-accessible content
provides equivalent functionality
This best practice is referenced in both platforms within Amp.

Ensure that instructive text is placed at the beginning of a form

This best practice is referenced in both platforms within Amp.

Ensure all elements and controls can receive focus
This is an Android specific best practice. The more general best practice that

exists for both platforms “Ensure access to alternative input methods” should
cover this requirement.
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