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Executive summary

Healthcare self-service terminals are adding speech recognition, translation, guided intake, document
processing and conversational Al. Manufacturers must decide where those functions run—and how patient
information moves across systems, vendors and borders. HIPAA is relevant in the United States, but
international deployments also require attention to privacy, cybersecurity, accessibility, medical-device
classification and national data-transfer rules.

Core position: On-device and on-premises inference can reduce external data flows and improve control,
but neither is a regulatory exemption. A global product should support region-specific deployment and

governance rather than assume one cloud endpoint or one compliance model.

Global regulatory snapshot

Market

Relevant frameworks

Manufacturer implications

United States

EU / EEA

United Kingdom

Singapore

Australia

Japan / South Korea

China

India

HIPAA; ADA; Section 504; FDA rules

GDPR; EU Al Act; MDR; EAA; EHDS

UK GDPR; Data Protection Act;
Equality Act; MHRA

PDPA; HSA medical-device
framework

Privacy Act / APPs; TGA

APPI / PIPA; national medical-device
rules

PIPL; Data Security Law;
Cybersecurity Law

DPDP Act / Rules; ABDM; applicable
device rules

Protect PHI; evaluate business associates; accessible
interactions; intended-use review.

Health data is sensitive; assess lawful processing, Al risk,
transfers, accessibility and EHR interoperability.

Separate UK privacy, accessibility and medical-device

assessments.

Transfer safeguards, security, service-provider governance and

intended-use assessment.

Sensitive health data, overseas disclosures, device classification

and accessibility.

Country-specific consent, transfer, security and device

requirements.

Assess localization triggers, cross-border transfers, sensitive

information and security.

Phase-in dates, notices, safeguards, digital-health
interoperability and intended-use review.

Regulatory applicability depends on the deployment, customer, intended use and effective dates. This is a screening matrix, not
a jurisdiction-specific legal opinion.

TIG | The Industry Group

Global Healthcare Al » 2026 | 1




1 | Three deployment architectures

Approach Advantages Tradeoffs / suitable use

On-device Al Local processing; reduced connectivity Compute and updates distributed across endpoints;
dependence; station autonomy good for light intake and assistive functions.

Thin station + local Al Shared model capacity; centralized controls Network/server resilience and concurrency planning;

server and updates; limited external Al transfers often attractive for multi-station clinics.

Cloud / hybrid Al Scalable models and services; centralized Vendor oversight, data transfers, retention, internet
vendor operations dependency and contract obligations.

Recommended baseline: configurable regional processing

Offer a common kiosk application with selectable inference destinations: on-device, facility-hosted,
approved regional hosting or a contracted cloud service. Make the destination, telemetry behavior, log
location, retention and support access visible to the deployer. Document each outbound data flow,
including speech, translation, analytics, EHR integration and remote diagnostics.

2 | Hardware and capacity planning

(ol ET-1) Examples Typical role

Business PC / NPU Intel Core Ultra; AMD Ryzen Al Local speech, captions, lightweight language models
and forms.

Embedded Al NVIDIA Jetson family Sensors, imaging, computer vision and specialized

edge systems.

Compact Al node GB10 / DGX Spark-class (128 GB unified Shared inference and development; evaluate
memory for DGX Spark) serviceability before production use.
Enterprise GPU server Supported workstation / server configurations Higher concurrency, large models and managed

multi-site operations.
Do not size by TOPS alone. Benchmark actual models for latency, concurrent sessions, memory bandwidth,
context length, quantization, power and failure recovery. Specialized Al hardware is not inherently
“medical-grade.”

3 | Cross-border and data-sovereignty design

* Maintain a data-flow inventory: inputs, prompts, transcripts, model outputs, logs, backups, telemetry and
subcontractors.

* Assess the legal basis for processing health information and any restrictions on transfers or remote
access.

* Support regional retention policies, local key management, controlled maintenance and deletion
workflows.

* Design graceful fallback when local inference or the clinic network fails.
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4 | European Union and United Kingdom

GDPR: Health data generally receives special-category protection. Processing requires a lawful basis under
Article 6 and a condition under Article 9; consent is not universally the appropriate basis in healthcare.
Data minimization, transparency, processor contracts, security and transfer controls remain necessary
even for local inference.

EU Al Act: Obligations depend on system role, intended use and classification. Administrative check-in is
not automatically high-risk; some Al connected to regulated medical devices may face heightened
obligations. Verify current applicability and transition dates for each product before publishing
procurement commitments.

MDR and clinical use: Symptom triage, diagnosis or treatment-support functions require separate
intended-purpose and medical-device analysis. Translation and transcription can also create clinical safety
risks even when not regulated as devices.

EHDS: Electronic health-data access and EHR interoperability requirements phase in over time. Kiosks that
access or exchange records should be designed for standards-based interfaces and consent/authorization
controls where applicable.

Accessibility: Assess the European Accessibility Act’s actual product/service scope and national
transposition; not every healthcare kiosk automatically falls within the EAA. Also consider national
disability and public-sector requirements. In the UK, evaluate UK GDPR, Equality Act duties and MHRA rules
separately.

5 | Asia-Pacific: country-specific requirements

Singapore: PDPA obligations and transfer protections apply where relevant; review healthcare-provider
contracts and whether Al functionality is regulated as a medical device by HSA.

Australia: Health information is sensitive information under the Privacy Act. Review APP obligations,
overseas disclosures, TGA medical-device scope and applicable accessibility duties.

Japan: APPI requirements, healthcare sector guidance and PMD Act medical-device scope need
country-specific assessment. Local hosting does not replace governance.

South Korea: PIPA, sensitive information rules and medical-device requirements may affect kiosk data
processing and Al functions. Validate cross-border transfer and outsourcing arrangements.

China: PIPL treats medical health information as sensitive personal information. Localization and security
assessments depend on the entity, data, processing and transfer circumstances; there is no safe blanket
claim that all patient data must always stay in China.
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6 | India: privacy, interoperability and economics

India’s Digital Personal Data Protection Act and implementing rules have phased commencement. Confirm
the provisions in force for the planned go-live date. Assess notices, permitted processing, security
safeguards, breach response, processor contracts and any applicable cross-border restrictions. Do not
describe DPDP as a blanket healthcare-data localization mandate.

The Ayushman Bharat Digital Mission (ABDM) ecosystem creates interoperability opportunities for
registration, identification and exchange of health records where supported. Integration must use the
applicable ABDM interfaces, authorization and consent mechanisms; a kiosk cannot assume direct access
to patient records.

For hospitals operating several registration terminals, a shared local Al server may reduce per-station
compute cost and network dependency. Small sites may prefer on-device or contracted cloud/hybrid
services. Evaluate connectivity, local language coverage, service support, power availability and total cost
of ownership.

7 | Security, clinical safety and accessibility checklist

* Security: risk analysis, encryption decisions, secure boot, least privilege, segmentation, vulnerability
management, SBOM and signed updates.

* Patient sessions: minimize endpoint caching; clear temporary data; protect audio and screens; retain
only what is necessary.

¢ Al governance: version control, model evaluation, prompt/output logging policy, human escalation and
patient confirmation of generated information.

¢ Clinical boundaries: document intended use; assess medical-device classification when Al influences
diagnosis, triage or treatment.

* Accessibility: reach, tactile controls, private audio, screen readers, non-voice alternatives, captions and
human assistance.

e Operations: remote-access approvals, incident response, backup, failover, secure disposal and lifecycle
support.

8 | Procurement questions for global manufacturers

* Where is each class of patient data processed, stored, accessed and transferred?

* Which country-specific laws apply to the customer, intended use and deployment date?

* Which processors/subcontractors can access patient data and under what contracts?

* What is the fallback when inference, internet, server or network connectivity fails?

* How are model quality, language accuracy, accessibility and clinical boundaries validated?

¢ Can the same product support region-specific inference, retention, support and EHR integration?
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Industry perspective

The global opportunity for healthcare kiosks is not simply adding a chatbot to a registration terminal.
Manufacturers that can document where Al runs, how patient information is controlled, how accessibility
works without Al and how deployments are maintained across regions will have a more defensible
procurement proposition.

Recommended approach: Keep the U.S. HIPAA briefing as a companion document. Use this global guide as
the common architecture and procurement reference, with market-specific legal appendices for final
deployment decisions.

Primary reference starting points

EU GDPR: https://eur-lex.europa.eu/eli/reg/2016/679/0j

EU Al Act: https://eur-lex.europa.eu/eli/reg/2024/1689/0j

European Accessibility Act: https://eur-lex.europa.eu/eli/dir/2019/882/0j
European Health Data Space: https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_en
HHS HIPAA: https://www.hhs.gov/hipaa/for-professionals/security/index.html
Singapore PDPC: https://www.pdpc.gov.sg/

Australia OAIC: https://www.oaic.gov.au/privacy

Japan PPC: https://www.ppc.go.jp/en/

South Korea PIPC: https://www.pipc.go.kr/eng/

China CAC: https://www.cac.gov.cn/

India MeitY: https://www.meity.gov.in/

ABDM: https://abdm.gov.in/

India CDSCO: https://cdsco.gov.in/

Editorial note: This is a November 2026 industry overview. Legal scope, phase-in dates and official guidance must be checked
against current primary sources before a commercial deployment or compliance claim. This document is not legal, medical or
regulatory advice.

TIG | The Industry Group Global Healthcare Al < 2026 | 5



https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/eli/reg/2024/1689/oj
https://eur-lex.europa.eu/eli/dir/2019/882/oj
https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_en
https://www.hhs.gov/hipaa/for-professionals/security/index.html
https://www.pdpc.gov.sg/
https://www.oaic.gov.au/privacy
https://www.ppc.go.jp/en/
https://www.pipc.go.kr/eng/
https://www.cac.gov.cn/
https://www.meity.gov.in/
https://abdm.gov.in/
https://cdsco.gov.in/

