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Executive summary

Healthcare self-service stations are incorporating artificial intelligence for patient check-in, voice-assisted
intake, language translation, form completion, telehealth support and accessibility. The central deployment
question is whether Al should run directly on the kiosk, on a local healthcare-network server, or through a
cloud service.

HIPAA does not require local Al, and local processing does not automatically establish compliance. The
decision should reflect privacy, cybersecurity, accessibility, workload, reliability and long-term cost. For
multi-station environments, a thin kiosk connected to a centrally managed on-premises inference server is
often a strong option.

1. HIPAA and Al: what manufacturers need to know

Cloud Al is permitted under HIPAA

Healthcare organizations may use cloud Al to process protected health information (PHI) when the
arrangement meets applicable HIPAA requirements. This can include an appropriate business associate
agreement (BAA), security risk analysis, safeguards, limits on use and disclosure, and oversight of
subcontractors. A BAA alone does not make a deployment compliant. Ordinary consumer Al accounts should
not process PHI absent a suitable service configuration and contractual arrangement.

Local Al reduces external processing exposure

Inference on a kiosk or organization-controlled server can reduce transfers to external Al processors and
improve control over data retention. It does not automatically eliminate BAAs: outside vendors handling PHI
on behalf of a covered entity may still be business associates. Map remote support, telemetry, logs, software
updates and EHR integrations before claiming that PHI remains on premises.

Local Al is not a HIPAA exemption

Applicable Security Rule obligations remain, including access controls, audit controls, authentication,
transmission security, risk management and appropriate disposal. Encryption, secure boot, network
segmentation and multifactor authentication should be assessed against applicable requirements and risk.
Under the existing rule, encryption specifications are addressable, not unconditional mandates; addressable
safeguards still require assessment and documentation.
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2. Security Rule: current and proposed requirements

The existing HIPAA Security Rule remains enforceable. HHS proposed cybersecurity revisions in December
2024 addressing encryption, multifactor authentication, asset inventories, network segmentation,
vulnerability management and incident response. As of this briefing, the proposal is listed under long-term
regulatory actions with July 2027 as a tentative final-action target—not a compliance deadline. Final
requirements and effective dates remain uncertain. Long-lived systems should be designed to accommodate
stronger controls without major hardware replacement.

3. Choosing the Al deployment architecture

ApproaCh Trodectts fbest Tt

On-device Al Local operation; less external More compute at every station; suited to light
processing workloads or single stations
Thin kiosk + on-premises Shared compute; centralized model and Network and server dependency; suited to multi-station
server security management clinics
Cloud Al Elastic compute; access to larger Connectivity, vendor oversight and PHI transfer
models controls; suited to variable workloads

Recommended multi-station design

Patient-facing kiosks handle touch, audio, accessibility peripherals and secure communication. A secured
local inference server performs speech recognition, translation and language-model processing. Configure
endpoints to avoid unnecessary PHI retention, protect communications, enforce retention policies and
centrally monitor performance. A shared server is also a point of failure: plan for recovery, capacity limits,
and safe fallback when Al or network access fails.

4. Hardware selection for local Al

Select hardware against measured workloads, not TOPS alone. Memory capacity and bandwidth, model
quantization, context length, concurrency, latency and runtime support are central to language-model

performance.
m Typical e
Business PC with integrated Al Intel Core Ultra; AMD Ryzen Al Voice help, captions, lightweight translation and
forms
Embedded Al platform NVIDIA Jetson AGX Thor Imaging, sensors, computer vision and physical Al
Compact centralized Al NVIDIA GB10 / DGX Spark class (128 GB Shared inference and evaluation of larger models
unified memory for DGX Spark)
Enterprise Al workstation/server Supported GPU server platforms High concurrency and demanding workloads

Jetson hardware is not inherently medical-grade; suitability depends on the complete system and intended
use. DGX Spark is not automatically an enterprise healthcare server. Evaluate warranties, support, firmware
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lifecycle, serviceability and procurement policies. Avoid unsupported modified GPUs. Obtain current
quotations rather than relying on rapidly changing published prices.

5. Deployment and security checklist

Endpoint and server security
* Encryption where appropriate, TPM and secure boot; controlled administrative access and authentication.
* Central patching, software inventory, vulnerability management and model-version controls.

* Supported firmware and hardware lifecycles; documented update and rollback procedures.

Patient data protection
e Automatic session termination and clearing of temporary PHI; avoid unnecessary endpoint caching.
* Protected transmission, secured centralized audit logs, privacy screens and private audio options.

» Defined retention/deletion rules and secure data removal before repair or retirement.

Al governance and resilience
* Document where prompts, transcripts, outputs and telemetry travel and persist.
* Validate output for supported tasks and languages; allow patient review and correction.
* Maintain software supply-chain controls, including an SBOM where appropriate.

* Segment networks; control remote support; test backups, recovery, failure behavior and concurrent loads.

6. Clinical Al: maintain functional boundaries

Scheduling, form completion, translation and navigation are generally administrative functions, but errors
can still affect care. Misheard medication names, mistranslated symptoms or incorrect form fields warrant
confirmation before information enters the electronic health record. Functions that assess symptoms,
recommend diagnoses or prioritize triage require additional clinical and regulatory evaluation. FDA oversight
depends on intended use and software functionality; HIPAA compliance does not substitute for clinical
validation or medical-device assessment.

7. Accessibility: Al complements existing requirements

Healthcare kiosks must provide accessible interactions independently of Al. Depending on the setting, ADA,
HHS Section 504 and—in federal deployments—Section 508 may apply. Section 504 is especially relevant to
federally funded healthcare programs. Do not confuse web/mobile compliance dates with a universal
physical-kiosk deadline.

* Accessible reach and controls, tactile navigation, private audio, screen-reader compatibility and
understandable instructions.

* Alternatives to speech-only and touchscreen-only workflows, plus effective staff assistance when needed.

» Accessible fallback when Al is unavailable; evaluation of the entire patient transaction.

e Qualified language assistance where required: automated translation is not always a substitute.
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8. Seven procurement questions

* Where is PHI processed, transmitted and stored?

e Which vendors access PHI, and which BAAs are required?

* What happens during network, internet or inference-server failure?
* How are models updated, monitored, validated and secured?

e Can patients review and correct Al-generated information?

* Are accessible alternatives available throughout the transaction?

* What are the support lifecycle, maintenance obligations and total ownership costs?

Bottom line

Local Al can reduce third-party exposure and improve operational control, but it is not a HIPAA shortcut.
On-device Al may be appropriate for lighter workloads; a thin-client kiosk with an on-premises inference
server is a strong multi-station option; properly governed cloud Al remains viable. The critical question is how
the full system protects patient information, validates outputs, maintains accessibility and remains secure
throughout its lifecycle.

Primary reference resources

HHS HIPAA Security Rule: https://www.hhs.gov/hipaa/for-professionals/security/index.html

HHS Business Associates:
https://www.hhs.gov/hipaa/for-professionals/covered-entities/business-associates/index.html

HHS Section 504:
https://www.hhs.gov/civil-rights/for-individuals/disability/section-504-rehabilitation-act-of-1973/index.html
NIST Cybersecurity Framework: https://www.nist.gov/cyberframework

FDA Digital Health: https://www.fda.gov/medical-devices/digital-health-center-excellence

NVIDIA DGX Spark: https://www.nvidia.com/en-us/products/workstations/dgx-spark/

U.S. Access Board: https://www.access-board.gov/

This briefing provides general industry guidance, not legal, clinical or regulatory advice. Confirm
requirements with qualified compliance, legal and clinical professionals.
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